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GP/D3 - Appendix 2

NHS FIFE IG Structure, Roles and Responsibilities

Protecting Personal and Confidential Information
Protecting NHS Fife information and data is the responsibility of everyone: managers, staff, volunteers, subcontractors and partner agencies with whom we share information.

NHS Fife has an Information Governance Structure (see the following Illustration) in place for protecting information with a holistic view. The structure is based on the following principles:

· Information security and privacy by design.
· Federated governance; meaning - key decisions over information assets, security and privacy are made by a central body but the responsibility over the implementation is delegated to different units, including eHealth and health care service managers.

· Empowerment of everyone in contact with NHS Fife information; including, but not exclusively, staff, students, researchers, volunteers and subcontractors.

· Transparency and fairness on what we do and how we handle personal and confidential information.

This document describes the organisational structure, roles and responsibilities of the key players in this model.
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1 Chief Executive and Executive Directors Group
The final responsibility for the Chief Executive, assisted by the Executive Directors Group (EDG), is to ensure that NHS Fife’s information is processed in a safe manner. This includes multiple organisational and technical security measures over all NHS Fife information assets, regardless if they are processed using ICT infrastructure or not.
This responsibility is delegated to all staff developing, introducing, managing and using information assets and systems. This includes personal data (staff, patient and other members of the public), commercial in confidence and financial data.

In accordance with Article 37 of the EU General Data Protection Regulation, the Chief Executive, and the SIRO by delegation, shall ensure:

· That the data protection officer is properly and in a timely manner involved in all issues which relate to the protection of personal data. This is to ensure IG incidents can be assessed to determine if they need to be reported to the ICO within the required 72 hour.
· That the data protection officer performs the duties and tasks independently and does not receive any instructions as regards the exercise of the function.

· The data protection officer reports directly to the most relevant information risk management in the organisation.

· The data protection officer is provided with the staff, premises, equipment and any other resources necessary to carry out the duties and tasks referred to in Article 37 of the EU General Data Protection Regulation and those that may derive from the Data Protection Act 2018.
In accordance with the Networking and Information Systems Directive, the Chief Executive, and the SIRO by delegation, shall ensure that the 5 key aspects of information security are addressed:
· Security of systems and facilities;

· Incident handling;

· Business continuity management;

· Monitoring, auditing and testing;

· Compliance with international standards;

2 SIRO
The Senior Information Risk Owner (SIRO) is a member of the Executive Directors Group (EDG).
NHS Fife’s SIRO (Senior Information Risk Owner) has the Corporate responsibility for the application of GP/D3 Data Protection & Confidentiality Policy supported by the Information Governance Structure. The SIRO takes overall ownership of the NHS Fife Information Risk related policies (e.g. ISMS). The SIRO acts as champion for information risk on the Board and provides written advice on the content of the NHS Fife Statement of Internal Control in regard to information risk. 

The SIRO must understand how the strategic NHS Fife and partners’ goals may be impacted by information risks, and how those risks may be managed.  

The SIRO implements and leads the Information Asset risk assessment and management processes within the organisation and advises the EDG on the effectiveness of Information Governance and Security across the organisation.

The SIRO is responsible, by delegation from the Chief Executive, to ensure the compliance with the data protection regulations and the NHSS Information Governance and Security Strategic Framework and policies.

3 Caldicott Guardians

Caldicott Guardians are senior clinical managers of the Board responsible for protecting the confidentiality, privacy and fairness of patients and service-user information and enabling appropriate information-sharing.
Caldicott Guardians oversee that all procedures affecting access to person-identifiable health data are appropriate from the medical perspective. 
The Guardians are responsible for ensuring that NHS Fife or partners using NHS Fife data, adhere to the Caldicott principles.

Acting as the “conscience‟ of an organisation, the Guardian should also actively support work to facilitate and enable information sharing, advising on options for lawful and ethical processing of information as required. Local issues will inevitably arise for Caldicott Guardians to resolve. Many of these will relate to the legal and ethical decisions required to ensure appropriate information sharing. It is essential in these circumstances for Guardians to know when and where to seek advice.

The Caldicott Guardian must be a key member of the broader Information Governance function with support staff, Caldicott or Information Governance leads e.g. Data Protection Officer, Freedom of Information leads, Health Records Manager and IT Security staff contributing to the work as required.

NHS Fife has appointed three Caldicott Guardians as follows:
· Corporate Caldicott Guardian (Medical Director)

· Acute Services Caldicott Guardian (Associate Medical Director for Acute Services)

· H&SC Partnership Caldicott Guardian (Associate Medical Director for Integrated Joint Services)
The NHSScotland Caldicott Guardian - Principles into Practice web resource - hosted by NHS Education for Scotland provides updated knowledge about the legal background to their duties and aspects of Information Governance which have an important interface with their role. 
4 Information Security and Governance Group

The purpose of the Information Security and Governance Group (ISGG) is to provide the EDG with the assurance that information governance mechanisms are in place and effective throughout the whole of Fife NHS Board’s responsibilities, including appropriate and secure management of all types of personal and confidential data and the quality of data used by the Board.
Information Governance refers to the structures, policies and practice of the NHS and its suppliers to ensure the confidentiality, availability and integrity of all records, and especially patient records, and to enable the ethical and safe use of them for the benefit of individual patients and the public good.

The ISGG must have representation of the key areas of the organisation owning or using information; key partners with whom NHS Fife systematically shares information should also be invited (e.g. Fife Council, Police Scotland and voluntary sector umbrella organisations). 

It is also the responsibility of the ISGG to provide strategic direction and support for Information Security Management System (ISMS) across the organisation in accordance with business requirements and relevant laws and regulations.  Information security is discussed at the eHealth Threats and Vulnerability Meeting and the Information and Communications Technology (ICT) Operations Group Meeting.  Any issues requiring escalation are reported to the ISGG.
The NHSS Information Security Policy Framework 2015/17 establishes the need for the Board to expand the scope of the ISMS to cover the wider NHS in Fife.
5 Data Protection Office

The Data Protection Office is comprised of privacy and information security experts. Their role is to ensure information governance and security support is provided to the organisation, the SIRO, Caldicott Guardians and the ISGG.
The Data Protection Office deals with information governance and security enquiries, incidents and risks, coordinates the assessment and approval process for accessing or using NHS Fife data and the security over the processing of information, including risk assessment of new systems and privacy assessments.

The Data Protection Office also coordinates and assists with data sharing agreements, information and security training.
The Data Protection Office is managed by the Information Governance and Security Lead, supported by the IG Advisor and the IT Security Manager.

5.1 Information Governance and Security Manager (Data Protection Officer)
The IG&S Lead is responsible for the management of the Data Protection Office and services, which include the preparation of the NHS Fife Annual IG and ISMS Plans on behalf of the SIRO and ISGG, and leading the implementation of such plans.

In compliance with Article 35 of the EU Data Protection Regulation:

· the Information Governance and Security Lead is the Data Protection Officer for the NHS Fife, Lynebank Hospital - Halbeath Road - Dunfermline (Fife) KY11 4UW, Fife-UHB.DataProtection@nhs.net
· It is the responsibility of the SIRO to communicate the name and contact details of the data protection officer to the supervisory authorities (e.g. ICO) and to the public. For this purpose the relevant details are included in the NHS Privacy Notice leaflet “How the NHS handles your personal health information” available at GPs, dental practices, optometrists (high street opticians) and community pharmacies, NHS hospitals and is also downloadable from the NHS Fife website (www.nhsfife.org and www.nhsinform.co.uk)
Where the processing of data is carried out across NHS Fife and data sharing partners or subcontractors, it is the responsibility of the Data Protection Officer to assist the SIRO with the monitoring of internal compliance with the relevant regulatory framework. In compliance with Article 36 of the EU Data Protection Regulation, data protection officers should be in a position to perform their duties and tasks independently outwith any conflict of interests.
In compliance with Article 37 of the EU Data Protection Regulations, the data protection officer must be entrusted at least with the following tasks:

(a) to inform and advise the data controller of their obligations in terms of data protection, including technical and organisational security measures (Principle 7 DPA 1998), including those derived from the NHSS Information Security Policy (e.g. implementation of NHS Fife’s Information Security Management System);
(b) to monitor the implementation and application of the policies of the controller or processor(s) in relation to the protection of personal data, including the assignment of responsibilities, the training of staff involved in the processing operations, and the related audits;

(c) to monitor the implementation and application of the relevant data protection and security regulations, in particular as to the requirements related to data protection by design and by default and data security;

(d) to monitor the information of data subjects and their requests in exercising their rights under this Regulation;

(e) to monitor the documentation, notification and communication of information governance and security breaches, incidents and risks;
(f) to monitor the performance of the data protection impact assessment by the controller or processor and the application for prior authorisation or prior consultation, 

(g) to monitor the response to requests from the supervisory authority, and, within the sphere of the data protection officer's competence, co-operating with the supervisory authorities at the latter's request or on the data protection officer’s own initiative;

(h) to act as the contact point for the supervisory authorities on issues related to the processing and consult with the supervisory authority, if appropriate, on his/her own initiative.
It is also the responsibility of the Data Protection Officer to ensure a register of information assets (IA) is maintained, where Information Asset Owners and relevant IA risk assessments are identified.

5.2 Information Governance Advisor (IG Advisor)
The Information Governance Advisor is primarily responsible for ensuring NHS Fife remains compliant with the Data Protection Act 2018 and Caldicott Principles, supporting privacy legislation and professional guidance on all issues where the processing of personal data has an impact on NHS Fife, its staff and patients.  

The IG Advisor:

· Acts as specialist Data Protection advisor to all staff in relation to complex data requests, providing guidance and interpretation on all aspects of Data Protection, including policy implementation and development and first line support.

· Provides training in data protection to all departments, independent contractors, partner organisations and the general public.

· Assists the IG&S Lead in all aspects relating to Information Governance and Caldicott to ensure an efficient and effective service within the Data Protection Office.

5.3 Information Security Manager (ISM)
The Information Security Manager assists with the implementation of relevant NHS Fife strategies by providing a comprehensive Information Security service to the organisation, providing advice in the secure processing of information, for example, during implementation of new information systems or towards addressing information security issues within the NHS Fife. 
The Information Security Manager (must ensure that all information and related technologies policies and procedures are congruent with the ISO27001 standard and the NHSS Information Security framework.

The Information Security Manager is responsible for the documentation, dissemination, training and monitoring of the NHS Fife ISMS. 

The Information Security Manager is responsible for investigating and reporting actual or potential Information security breaches and to advise on all issues relating to the security and confidentiality of any information systems.
6 eHealth  Board

The eHealth Board has the responsibility to monitor compliance of eHealth with ISO27001 standard and the NHSS Information Security framework when implementing eHealth projects and providing eHealth services.  
7  General Manager - eHealth & IMT

The General Manager - eHealth & IMT has the responsibility to ensure that eHealth services and teams, the ICT infrastructure and eHealth projects, comply with the Information Security policy, working as close as possible to the ISO27001 standard and the NHSS Information Security framework.
Information Services provide management information and analytical services for the Board. Information Services will provide this information in an anonymised format where appropriate. No information will be released without the appropriate level of approval (refer to the GP/D3 Appendix 3a “Obtaining corporate approval to access or use personal or confidential NHS Fife data” for further details on how to request approval). The requester of the information is responsible for gathering approval.
8 NHS Fife Information Asset Owners and Data Custodians

Information Asset Owners (IAO) and Data Custodians are individuals responsible for ensuring that the risks to, and the opportunities for, specific information assets are monitored. The IAO must be someone who understands the value of the asset to the organisation.  IAOs must understand the legal basis for processing the information held by the departments within their area of responsibility.
IAOs are part of NHS Fife’s process to authorise access to the specific information assets under its responsibility.  NHS Fife recognises this must be progressively incorporated to the current access control and processes in line with the IG Improvement Plan.
9 Records managers

There are different types of records managers across NHS Fife, some of whom have dedicated responsibility whilst the responsibility of others is embedded in a wider role.  They must have sound understanding of the legislative environment within which NHS Fife operates and identify records management implications of any changes in legislation.

NHS Fife has individuals in charge of different types of records, including: 

· Health Records

· Staff Records

· Corporate Records

· Community services/hospitals records

· Mental health records

· Psychology records

· Other records that may contain NHS Fife personal or confidential information in any format, electronic or paper.

Individuals with “Record Management” responsibilities must ensure:

· Those records under their responsibility are managed in accordance with the relevant legislative framework and current best practice.
· There are suitable policies, procedures and guidance in place for that particular type of record.
· Advice on recordkeeping for that particular type of records is available across the organisation.
Record managers must be represented on the Information Governance and Security Group to ensure information governance decisions are adequately implemented, performance of IG measures is monitored and the associated information risks and incidents are adequately managed.
Record managers are responsible for designating Subject Access Request (SAR) handlers and to communicate their names and contact details to the Health Records Manager, Patient Relations and the Data Protection Office.

10 Subject Access Request Handlers

Subject Access Request (SAR) handlers are designated individuals across the organisation responsible for the provision of personal information and records to the corresponding data subjects in line with the General Data Protection Regulations and The Data Protection Act 2018.
SAR handlers work with the Health Records Manager, Patient Relations and the Data Protection Office for these purposes.

For the SAR contact in your service, see GPD3 Appendix 3a.
11 Patient relations

Patient Relations may act as a conduit for patients who want to exercise their data protection rights but are not aware of NHS Fife’s processes.
Patient relations should be a vehicle to advise patients on the right forms and contacts to be used in order to exercise their rights, and coordinate the investigation of complaints presented by the public in this regard.

12 Legal Services Department
The Legal Services Department is the principal point of contact within NHS Fife for the provision and sourcing of advice and assistance on the legal implications and requirements of the broad range of activities and services undertaken within NHS Fife, including data protection and freedom of information.   The Legal Service Department will seek expert legal advice and support from NHS Scotland Central Legal Office where necessary.

The Legal Services Manager is an active member of the IG&SG.

13 Auditors
Internal and external auditors are involved at different points in order to monitor the integrity of the information governance statement and the adequacy of the NHSS Information Security framework and the specific security controls.

The Internal Auditor is an active member of the IG&SG.

14 Line Managers

Line Managers’ responsibilities are as follows:

· Information used in their area of remit is handled according to the relevant NHS Fife policies, including Confidentiality & Data Protection, Information Security and Records Management.
· Ensure that staff, subcontractors, students, researchers, Junior Doctors and volunteers within their area of responsibility are reliable and adequately trained on Information Governance, Security and records management (refer to “IG & Security Training Plan” in the Confidentiality & Data Protection Policy (Appendix 4).

· Undertake the mandatory manager’s training on Information Governance.

· Identify key security responsibilities and roles in their team as applicable (e.g. Information Asset Owners and Data Custodians).

· Information governance and security risks and breaches in their area of responsibility are adequately investigated, managed and reported in Datix, the eHealth Service Desk and the Data Protection Office as applicable.
· Information disclosures in their area of responsibility are approved prior to any disclosure and the relevant information sharing agreements are in place.

· To ensure appropriate protocols and guidelines are in place to inform their staff, especially with regards to handling data, security, sharing information, data quality and legal basis for processing and people are fully informed of how the data collected and used by their service is handled. 

· Ensure that people handling data within their area of responsibility are aware of how to access (or disclose) data in emergency situations and when no additional support or advisors are available.
· To actively collaborate with the Health Records Manager, Patient Relations and the Data Protection Office in the investigation of data protection incidents and complaints, and in the provision of records and information necessary to process Subject Access Requests within the legal timescales.
· To ensure people under their responsibility (including subcontractors) have the correct system accounts activated in accordance to their needs, and to communicate to the eHealth Service Desk when those accounts are no longer required or when the person leaves the NHS Fife or a particular department.

· To ensure all ICT equipment and information is returned when people under their responsibility leave the organisation, the department or is no longer required.

· To ensure that only the appropriate means are used to process information, including safe communications (e.g. mobile phones, laptops, external USB drives, etc.).
15 Research & Development

The Research & Development department is responsible for:

· Advising researchers requiring access to data as part of their research on the approval path for their request (e.g. local or National approval) and the best sources for their data needs (e.g. National or local datasets)

· Assisting researchers to complete the Data Protection Impact Assessment.

· Collaborating with the investigation of breaches related to misuse of data by researchers under their support.
16 Everyone handling (or proposing the handling of) NHS Fife Information and Data (staff, subcontractors, students, researchers, volunteers. partner agencies etc.)
Everyone having access to (or only handling) NHS Fife personal or confidential data is personally responsible for:
· Reading and conforming to NHS Fife policies, particularly the Confidentiality & Data Protection Policy, the Information Security Policy and the Records Management Policy.

· Signing the NHS Fife Confidentiality Statement prior to accessing, using or processing any NHS Fife data.
· Undertaking all relevant IG & Security training according to their role and the relevant updates.

· Accessing only the information necessary to perform their role and to seek permission to access further data if needed, for example, if access to information is required for personal academic purposes (refer to Confidentiality & Data Protection Policy Appendix 3a “Obtaining corporate approval to access or use personal or confidential NHS Fife data” for further details on how to request permission).
· Not sharing or disclosing information without ensuring it is appropriate, lawful and fair. This includes information in any format: paper, electronic, visual or verbal. Line Managers and the Data Protection Office are available for further advice as required.

· Keeping a clean desk policy and using workstation screen-savers whenever possible.

· Returning any equipment they have been provided with when moving posts or leaving the organisation.

· Ensuring that no breaches of information security result from their actions. Individuals working from home must also comply with the Laptop/Notebook and Broadband Remote Access Policies.

· Reporting any suspected information governance or security breaches or risks to their line manager and the Data Protection Office. Information Governance risks and incidents must be reported in Datix – if Datix is not accessible (e.g. external contractors) this must be reported to the Data Protection Office by other means (refer to Data Protection Office contact details above).
Failure to observe this policy may result in disciplinary action or legal proceedings being taken against the offender. Standard supplier contracts will also require contractors and other third parties to comply with the provisions of this policy.

Project managers, system administrators or any person responsible for coordinating the introduction of new IT systems processing NHS Fife data (Including creating new datasets), have the responsibility for the application of GP/D3 Data Protection & Confidentiality Policy in conjunction with GP/I6 eHealth Change Management Policy.
17 RACI chart

Additional information governance and security roles and responsibilities are covered within the other related policies e.g.  NHS Fife ISMS series of policies, Records Management, etc.  A high level summary is presented in the following RACI chart.

LEGEND:

· [R] Responsible: The person who actually carries out the process or task.

· [A] Accountable: The person who is ultimately accountable for the process or task to be completed appropriately. Responsible person(s) area accountable to this person.

· [C] Consulted: people who are not directly involved with carrying out the task or process but have to be consulted (e.g. stakeholders or  expert advisors)

· [I] Informed: those who receive updates or reports on the status and outcomes of a process or tasks as they need to be informed.

·  [M] Monitor

· [INS] Instructed –  typically data processors must follow NHS Fife directions in terms of data protection (information security), however GDPR makes them liable for ensuring compliance, including adequacy of security measures, as such [INS] involves [R] responsibility under GDPR.
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	Communications security: network security management
	A
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	C
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	C
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	A
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[R]esponsible [A]ccountable [C]onsulted [I]nformed [M]onitors [Ins]tructed 
*SIRO: Senior Information Risk Owner
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