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APPENDIX 3(a) –  Obtaining authorisation to access or process NHS Fife Data (Personal or Confidential)
This procedure explains how to obtain approval from NHS Fife to process NHS Fife data for different purposes.

“Processing” is defined in the General Data Protection Regulation and involves “any operation or set of operations on the personal data or on sets of personal data, whether nor not by automated means”, including:
· collection, recording, organisation, 

· structuring, storage, adaptation or alteration, 

· retrieval, consultation, use, 

· disclosure by transmission, dissemination or otherwise making available, 

· alignment or combination, restriction, erasure or destruction;

Different people may need NHS Fife data for different purposes, including but not exclusively, the provision of health and social care services, evaluation of services, audits, investigations, health care planning and forecast, research etc.
People that may need NHS Fife data include NHS Fife staff, partners, sub-contractors, other organisations like Police Scotland or DWP, patients, etc.
Most of the data required for performing specific roles by NHS Fife staff, are already dealt with as part of business as usual. This includes well established procedures like authorising NHS staff access to systems accounts etc.

When people need NHS data outwith the established business as usual practice (e.g. new data collections, new purposes, new systems etc.) or the processing of a particular set of data was never approved in first instance, even if it has become a normal practice, approval has to be searched for and the processing assessed for appropriateness. The illustration in the next page can assist in determining the best forms to be used. 
For further assistance contact the NHS Fife Data Protection Office:
Lynebank Hospital

Halbeath Road

Dunfermline Fife

KY11 8JH

Direct dial : 01383 565194

Ext. 35194 – 30069
Mob. 07920507568

Fife-UHB.DataProtection@nhs.net
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1 SAR PROCESS (SUBJECT ACCESS REQUEST)
Individuals have the right to know about the information we hold about them and view it if they wish.
NHS Fife Subject Access Request handlers can be found in the Data Protection Notice on NHSFife.org.uk website  
NHS Fife - Accessing Records - Data Protection Notice
General Procedure GP/D3-12 gives guidance for SARs Co-ordinators on how to process a Subject Access Request.
2 REQUESTING USER ACCOUNTS FOR ACCESSING INFORMATION ASSETS

If you need access to NHS Fife data via NHS Fife systems, e.g. SCI STORE, SCI Gateway, Carestream PACS, LabCentre, iCris, TrakCare, MiDIS, Patienttrack, Datix, Kodak R4,Cyberlab, Clinical Portal etc., you must submit an “eHealth System Access Request Form” in electronic form to the eHealth department. 

ehealth System Access Request Form from the Intranet.

If you need special access for data in National Systems or outwith the normal remit of your role, please contact the Data Protection Office for advice – you may need Data Protection (Caldicott) approval.
3 APPLICATION FOR RESEARCH OR ACADEMIC STUDIES

If you are conducting a study for academic or research purposes that involves (or will involve) using data from more than one NHS Board, the application must be submitted to the National PBPP. Further details of this process are available here: http://www.informationgovernance.scot.nhs.uk/pbpphsc/.

Studies requiring NHS Fife data only

If your study involves only NHS Fife data, you must complete the “Tier 0 Single Board Research / Academic studies Application Form” (Appendix 3b(i) (accompanied by Tier 0 Guidance for Applicants (Appendix 3b(ii)). You may wish to contact NHS Fife Research and Development department for support and advice, as other processes may also be applicable in line with the Research Guidelines (e.g. Ethics Committee scrutiny).
Once this form is completed and the Ethics Committee outcome is available, you can forward the application to the NHS Fife R&D Department who will coordinate the assessment and approval with the NHS Fife Data Protection Office.
Proposals may be approved, approved with conditions or rejected. (Forms for the approval process – Appendices 3b(iii) and 3b(iv)).  Applicants can appeal a rejected decision by emailing the Data Protection Office with clear reasons for your appeal and attaching the original “Tier 0 Single Board Research / Academic studies Application Form” with the decision made by the R&D department.
The Data Protection Officer will re-assess the application along with the most relevant Caldicott Guardian. In some complex cases, the applicant may be invited to a meeting to defend the application in person.
The aim is to resolve within 40 days once the application is fully completed and accepted for consideration.

4 POLICE SCOTLAND REQUESTING ACCESS TO PERSONAL IDENTIFIABLE DATA.
Guidance on sharing data with Police is described in Procedure GP/D3-14. 

5 REQUEST TO PROCESS DATA USING DIGITAL TECHNOLOGIES.

If your department is considering processing data using digital technologies, Procedure GP/I6 – Change Management Procedure must be followed.

Whoever is coordinating the initiative must contact the Data Protection Office in order to assess the Data Protection Privacy and security risk of such technologies.
It is likely that you will need to carry out a Data Protection Impact Assessment.

A Data Protection Impact Assessment (DPIA) is a process to help you identify and minimise the data protection risks of a project.
You must do a DPIA for processing that is likely to result in a high risk to individuals. This includes some specified types of processing. You can use the screening checklists below to help you decide when to do a DPIA.
It is also good practice to do a DPIA for any other major project which requires the processing of personal data.
Your DPIA must: 
· describe the nature, scope, context and purposes of the processing;

· assess necessity, proportionality and compliance measures;

· identify and assess risks to individuals; and

· identify any additional measures to mitigate those risks.
To assess the level of risk, you must consider both the likelihood and the severity of any impact on individuals. High risk could result from either a high probability of some harm, or a lower possibility of serious harm.
You should consult the Data Protection Officer, where appropriate, individuals involved with the proposal and relevant experts. Any data processors (external suppliers) may also need to assist you.
If you identify a high risk that you cannot mitigate, you must notify the Data Protection Officer who may consult ICO before starting the processing.
The ICO will give written advice within eight weeks, or 14 weeks in complex cases. If appropriate, they may issue a formal warning not to process the data, or ban the processing altogether.
DPIA screening checklist

You must always carry out a DPIA if you plan to:

· Use systematic and extensive profiling or automated decision-making to make significant decisions about people.

· Process special category data (including health data) or criminal offence data on a large scale.

· Systematically monitor a publicly accessible place on a large scale (CCTV).

· Use new technologies.

· Use profiling, automated decision-making or special category data to help make decisions on someone’s access to a service, opportunity or benefit.

· Carry out profiling on a large scale.

· Process biometric or genetic data.

· Combine, compare or match data from multiple sources.

· Process personal data without providing a privacy notice directly to the individual.

· Process personal data in a way which involves tracking individuals’ online or offline location or behaviour.

· Process children’s personal data for profiling or automated decision-making or for marketing purposes, or offer online services directly to them.

· Process personal data which could result in a risk of physical harm in the event of a security breach.

· You should also consider whether to do a DPIA if you plan to carry out any other:

· Evaluation or scoring.

· Automated decision-making with significant effects.

· Systematic

· Processing of sensitive data or data of a highly personal nature.

· Processing on a large scale.

· Processing of data concerning vulnerable data subjects.

· Innovative technological or organisational solutions.

· Processing involving preventing data subjects from exercising a right or using a service or contract.
You should consider carrying out a DPIA in any major project involving the use of personal data.

· If you decide not to carry out a DPIA, you must document your reasons.

· You should carry out a new DPIA if there is a change to the nature, scope, context or purposes of your processing.
DPIA process checklist

· Describe the nature, scope, context and purposes of the processing.

· We ask our data processors to help us understand and document their processing activities and identify any associated risks.

· We consider how best to consult individuals (or their representatives) and other relevant stakeholders.

· We ask for the advice of our data protection officer.

· We check that the processing is necessary for and proportionate to our purposes, and describe how we will ensure data protection compliance.

· We do an objective assessment of the likelihood and severity of any risks to individuals’ rights and interests.

· We identify measures we can put in place to eliminate or reduce high risks.

· We record our decision-making in the outcome of the DPIA, including any difference of opinion with our DPO or individuals consulted.

· We implement the measures we identified, and integrate them into our project plan.

· We consult the ICO before processing, if we cannot mitigate high risks.

· We keep our DPIAs under review and revisit them when necessary.

Registering an Information Asset
If a new database or data set is going to be created, you must register the “Information Asset” (Refer to GP-D3 Appendix 6 for further details).
Typical scenarios when you need to register new “Information Assets” are:

· Using websites or web services that collect, store, publish or transfer personal data.
· Implementing new systems, regardless if they are hosted and/or managed by the NHS eHealth team or external suppliers, even if they are related to other NHS organisations.
· Using mobile applications (apps) that collect, store, transfer or publish personal data.
· You create a new database or spreadsheet on a shared drive which contains Person Identifiable Information.
The Project Manager, if designated, or otherwise the person in charge of any new proposals for new digital technologies, must ensure an Information Asset Owner is identified for that particular “information asset”.
IAOs and eHealth engineers must ensure that the new technologies comply with the NHS Fife ISMS e.g. GP/D3 – 2 Access Controls (ISMS).
If significant changes are made to existing systems, you also have to contact the Data Protection Office in order to re-assess the new risk and update the Information Asset Register.

Typical changes involve:

· New types of data stored or transferred (e.g. more details being collected about patients or staff).

· New operations over the data e.g. new linkage, new data feeds between systems, new requirements to send data outwith the NHS.

· Changes to the design of user access roles and permissions in a system.

· Changes to the logs, backups or any other aspects of the monitoring controls in the system.

6 REQUESTING CALDICOTT APPROVAL FOR ANY OTHER DATA PROCESSING ACTIVITIES.
If you need access as part of a well established process that is run as business as usual you do not need to seek Caldicott approval (unless you think approval has not been granted before for that purpose or the data you are collecting has never been registered with the Data Protection Office before).
Caldicott approval must be sought for: 

• Clinical research* whether or not Research Ethics Committee has given approval and the patient has given informed consent (e.g. participation in randomised controlled trial). 

• Epidemiological research*1 involving Patient Identifiable Information (PII) even if patient consent has already been obtained. 

• An audit using PII 

• A new process for use or transfer of PII within or from NHS Fife 

• Collecting PII for purpose of creating a new database 

Caldicott approval is NOT needed for: 

• Direct patient care (e.g. hospital doctor requesting information from GP). 

• Audits which do not use any patient identifiable information 

• Statutory requirement for information (e.g. disease notifications under public health legislation) 

*Clinical research is a branch of healthcare science that determines the safety and effectiveness (efficacy) of medications, devices, diagnostic products and treatment regimens intended for human use. These may be used for prevention, treatment, diagnosis or for relieving symptoms of a disease.
*1Epidemiology is the study and analysis of the patterns, causes, and effects of health and disease conditions in defined populations. It is the cornerstone of public health, and shapes policy decisions and evidence-based practice by identifying risk factors for disease and targets for preventive healthcare.
There are two Caldicott application forms:
· For Academic studies being supervised by an NHS Fife Manager  - GPD3 – Appendix 3d(i)

· For any other Caldicott applications – GPD3 – Appendix 3d(ii)

If you have doubts, contact the Data Protection Office for advice.

7 FURTHER DATA PROTECTION CONSIDERATIONS THAT APPLY TO ANY PROCESSING OF DATA
If you are requesting authorisation for processing data, there are other things you have to consider and the Data Protection Office can guide and help you with:

a. Registering new Information Assets (or updating the register). 

b. Assessing the information risk and ensuring appropriate security measures are put in place.  This may involve understanding the privacy risks, the security risk of the application/system/website, the security of any subcontractor.
c. Deciding upon the need for specific “Data Protection Privacy Notices”.
d. Considering best legal basis for the processing. In the rare occasions where “Consent” is deemed to be the legal basis for processing the information, the DPO will assist on the wording and understanding the implications (e.g. opt-out, “right to be forgotten”, etc.) according to current legislation.

e. If subcontractors are involved, a written contract must exist with the relevant NHS Fife data protection clauses (data processor contract).  Procurement Service
f. If the proposal involves sharing data with specific partner organisations on regular basis, an Information Sharing Agreement (ISA) must be put in place. The recommendation is to obtain approval in principle before resources and time is devoted to drafting ISAs. For more information about information sharing agreements, please refer to the relevant Operational System section of the NHS Fife Data Protection & Confidentiality policy (GPD3).
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