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Part A – The PBPP Review process
Research/Academic Studies proposals
All research applications must be sent to the NHS Fife R&D department in first instance. R&D will determine whether the project is research, audit, service evaluations etc and advise the process for applicants to determine whether Ethical review is required etc. R&D will also complete the PBPP review and will liaise with the Data Protection Officer as required.

Non-research proposals
Proposals for using NHS Fife data that are not considered “research” activity, should be sent to the Data Protection Officer (DPO), by the applicant, for approval. The DPO will liaise with Legal Services and Caldicott Guardians as required.

Progress and associated documents
R&D will create a central folder on an NHS shared drive that can be accessed by other R&D colleagues involved in PBPP reviews.  Each application should be uniquely named and stored in this central folder.
Requests for advice by the Information Governance Team, and applications ready for sign-off by Caldicott Guardians, should be sent by e-mail to uhb.DataProtection@nhs.net – marked “Urgent – R&D Tier 0 Application”.
Information Governance will check completed applications for any requirement for a Data Processor or Information Sharing Agreement and advise accordingly.

Part B – Conducting a Proportionate Governance Review

This section provides the proportionate governance criteria and some additional guidance for Tier 0 Reviewers when undertaking individual proportionate governance review of an application. 
Tier 0 Reviewers are required to complete an accompanying Tier 0 Application Review record for each application being reviewed. For each of the 13 proportionate governance review questions below, Tier 0 Reviewers should note any relevant observations in the ‘Comments’ column, questions or issues to be raised subsequently with the applicant in the ‘Questions’ column, and indicate whether, in line with the guidance below, they consider the application to have achieved ‘Red’, ‘Amber’ or ‘Green’ status in relation to the specific question.  (Guidance on what red, amber and green mean is included at each question.) Tier 0 Reviewer assessments will be forwarded to the Data Protection Officer within ……?? days by the reviewer, with further discussion if required.
Tier 0 Reviewers are engaged with the proportionate governance review process because they have the relevant professional knowledge, skills and experience in information governance to provide expert opinion. Whilst these criteria provide a framework within which Tier 0 Reviewers can work, and bring consistency to the scrutiny process, they require colleagues to use their own judgement in interpreting the criteria and assessing applications. Any residual concerns regarding applications should be included in question 13 of the proportionate governance review.
Tier 0 Reviewers with difficulties, questions or queries can contact the Data Protection Officer 

fife-uhb.DataProtection@nhs.net who will respond within ……??
	Safe People

	Question 1  

Is the data custodian (person responsible for decisions about the data) and everyone who will have contact with the data trained in Information Governance?  (Approved training courses are listed in Appendix A, Table 4.  Applicants must submit training material for any other courses undertaken to be assessed by Tier 0 panel.)

	Roles
	Application coordinator to ensure this information is provided on the form and that course material is provided where the course is not listed at Appendix A.Table 4 in the application form.
Tier 0 panel to identify whether course acceptable, if not already listed at Table 4, following review of course materials.

	Key Question
	No but no approval will be given without evidence that relevant training is completed.  An amber response requires further work to establish if applicants are adequately trained.  

	See
	1.1-1.4

	Green
	Yes, has completed approved training or verifiable appropriate training

	Amber
	Reports training but difficult to assess whether training has been done, or only some participants trained

	Red
	Unable to establish training status or efficacy of training


In assessing the Information Governance training undertaken by individuals who will have contact with the data, and whether this is acceptable, colleagues may consider:

· Which roles within the proposal each individual is undertaking, and whether the level or detail of training undertaken is commensurate with their responsibilities in respect of data protection
· Whether the training specified is included in the list of approved/recognised training provided at table 4 of Appendix A, or if not, what evidence supports its value in giving assurance to the panel

· Any evidence provided which confirms that training has been undertaken
	Question 2

Are all organisations engaged in the proposal verifiable as bona fide?

	Roles
	Tier 0 panel will assess 

	Key Question
	No

	See
	2

	Green
	Known partner organisations, NHSScotland boards, NHS Trusts, UK public bodies, UK academic organisations, other recognisable UK organisations, which are registered with the Information Commissioner’s Office (ICO) as a data controller

	Amber
	Yes, but based outside UK

	Red
	No


In assessing each of the organisations engaged in the proposal, and whether these can reasonably be considered as bona fide, colleagues may consider:

· Whether the organisation belongs to the groups mentioned above (known partner organisations, NHSScotland boards, NHS trusts, UK public bodies, UK academic organisations, other recognisable UK organisations, which are registered with the ICO as a data controller)

· Whether the organisation is otherwise registered with the ICO as a data controller
· Whether the organisation is registered with the Office of the Scottish Charities Regulator
· Whether the organisation has an existing contractual relationship with one or more NHSScotland boards

· Any evidence of governance or reporting arrangements in relation to the organisation which might indicate accountability to an organisation of the type listed above (particularly relevant for collaborative networks, for example)

	Public Interest

	Question 3

Has the applicant demonstrated how their proposal will benefit patients or public?

	Roles
	Tier 0 panel to assess whether reasonable case is made for necessity or benefit of proposal, or whether statutory duty exists

	Key Question
	Yes,  if red, refer  to SIRO

	See
	3.1.7-3.1.13

	Green
	Yes, or statutory duty exists

	Amber
	Insufficient consideration given to issue or difficult to establish

	Red
	No evidence benefit patients or public


In assessing the benefit to patients or public which will result from the proposal, colleagues may consider:

· Whether a clear chain of cause and effect between the processing of data and the resulting demonstrable benefit to patients or public has been clearly and convincingly articulated in the proposal

· Previous proposals reviewed by the panel which share similarities in terms of benefit to patients or public to this proposal, and the outcomes of these (ie precedent within the panel)

· Whether the proposal is responding to a statutory or regulatory requirement upon the applicant or sponsoring organisation

· The likelihood and level of assurance given that benefit will be forthcoming

· The Scottish Government’s Guiding Principles for Data linkage (2012)
	Question 4
Is the proposal design and method appropriate to its objectives?

	Roles
	Where appropriate, Application coordinator will work with applicant prior to submission to ensure that proposal design and methods of using data are appropriate to its objectives

Tier 0 panel will assess, taking into account any concerns reported by Application coordinator, whether proposed use of data and method of processing is appropriate  - clarity of understanding is important

	Key Question
	Yes, if proposal preparation well advanced and redesign not possible, refer to SIRO.

	See
	3.1.8, 4 & 5.1

	Green
	Yes

	Amber
	Doubts, queries or issues with proposed design or method, given objectives. Proposed processing goes beyond that required to achieve objectives

	Red
	Unlikely the objectives will be met 


In assessing the appropriateness of the design and method to the objectives of the proposal, colleagues may consider:

· The clarity with which the design, method and objectives have been articulated

· The common law Duty of Confidentiality

· The General Data Protection Regulation and its principles
· The Caldicott Principles, in particular principles 1 (Justify the Purpose), 2 (Don’t use patient identifiable information unless it is necessary), 3 (Use the minimum necessary patient identifiable information), and 4 (Access to patient identifiable information should be on a strict need-to-know basis)
· NHSScotland Code of Practice on Protecting Patient Confidentiality (2012)
· The Scottish Government’s Guiding Principles for Data linkage (2012)
· The Information Commissioner’s Office guidance and codes of practice on anonymisation and data sharing and privacy by design
	Question 5

Is there any concern regarding commercial interest or involvement in the proposal?

	Roles
	Tier 0 panel to assess

	Key Question
	Yes, if assurances regarding commercial involvement not received, refer to SIRO

	See
	2 & 3.1.13

	Green
	No commercial interest or involvement

	Amber
	Commercial interest in the proposal as well as public health interest  (eg active involvement of health technology provider or pharmaceutical company) but where public benefit clear and no privacy concerns

	Red
	Clear commercial interest in, or motivation for, the proposal (eg commercially funded) considered to outweigh, or potentially outweigh, public interest, or presenting privacy concerns


In assessing any commercial interest or involvement in the proposal, colleagues may consider:

· Any dependency between the benefit to patients and public likely to arise, and the commercial involvement or interest in the proposal

· Any conflicts of interest arising or reasonably foreseeable as a result of commercial interest in the proposal

· Any unintended, unforeseen or undisclosed commercial interest that might result from the proposal and conflict with or compromise the public interest, or present privacy concerns

	Question 6

Has appropriate peer review, lay consultation or privacy assessment been undertaken?   

	Roles
	Tier 0 panel will assess whether each is appropriate/necessary

	Key Question
	No

	See
	3.1.11-3.1.12 & 3.4.3-3.4.6

	Green
	Appropriate actions have been undertaken

	Amber
	Some appropriate actions which could reasonably and practically be expected have not been undertaken

	Red
	Peer review, lay consultation or privacy assessment is highly desirable but has not been undertaken


In assessing the appropriateness of any peer review, lay consultation or privacy assessment undertaken, colleagues may consider:
· The relevance of each in the context of the proposal and the assurance which each does, or would, demonstrate
· The value of peer review in providing additional assurance in respect of method, design and objectives of the proposal

· The value of lay consultation in providing additional assurance in respect of public or patient benefit, and of indicating any potential public or patient concern which might arise from the proposal
· The value of privacy assessment (privacy impact assessments) in providing additional assurance that privacy risk has been adequately assessed, is appropriately managed, and can be reduced to acceptably low levels
	Question 7

Does the proposal require any direct contact with groups of individuals, whether patients/public or other relevant groups (eg clinicians, family members, control sample), either by the applicant directly or by proxy through an NHSScotland board, GP, or other third party (on the applicant’s behalf)?

	Roles
	Tier 0 panel will assess

	Key Question
	Yes, if red, refer to SIRO

	See
	4.5

	Green
	No

	Amber
	Yes, contacting individuals who have consented to be contacted for the purposes outlined in the proposal. In some cases contacting individuals who may not have consented to be contacted (eg NHSScotland employees)

	Red
	Yes, contacting individuals who have not consented to be contacted for the purposes outlined in the proposal, or have not consented to be contacted at all


In assessing any direct contact with individuals, colleagues may consider:

· The common law Duty of Confidentiality

· The first principle of the Data Protection Act 1998 (Personal data shall be processed fairly and lawfully)
· Current NHSScotland and research best practice recommendations on making contact with patients and public
· NHSScotland Code of Practice on Protecting Patient Confidentiality (2012)
· NHSScotland Your Health, Your Rights: Communication and Participation leaflet
· NHS Inform: Consent
· NHS Inform Consent – Your Rights leaflet (for young people)
· British Medical Association Consent guidance
· General Medical Council Consent guidance
· Medical Research Council Patient Consent guidance
	Question 8

Is the legal basis for the proposal clear and appropriately evidenced?

	Roles
	Application coordinator to ensure this information is provided where non-NHSScotland data controllers are identified in section 4.1 and 4.4
Tier 0 panel to assess

	Key Question
	Yes, if red, refer to SIRO

	See
	2, 3.4, 4.4 & 5.4.3

	Green
	Yes, DPA schedule 2 & 3 conditions are relevant, relevant parties are data controllers, data controller permission is in place for non NHSScotland data, and any data transfer beyond the UK is adequately controlled

	Amber
	Some concerns remain - the basis for legal processing may be unclear, data controller permissions or registrations are unclear, or other concerns remain

	Red
	Risk that proposal may result in unlawful processing is evident


In assessing the legal basis for the proposal, colleagues may consider:

· The common law Duty of Confidentiality

· The first principle of the Data Protection Act 1998 (Personal data shall be processed fairly and lawfully), including the requirement for processing to be in line with relevant conditions from Schedule 2, and where appropriate Schedule 3, of the act

· The Caldicott Principles, in particular principle 6 (Understand and comply with the law)

· Evidence of appropriate permission to process data from sources beyond NHSScotland
· Any statutory or regulatory requirement upon the applicant or sponsoring organisation

	Question 9

Are individuals aware of the use of their data or is the use wholly compatible with that for which the data was originally collected?  

Note: 

Data collected specifically for the purposes of research is likely to require a patient information leaflet and consent form.  Data collected for the purpose of administering public services is likely to warrant a privacy notice or other evidence of fair processing. 

	Roles
	Tier 0 panel will assess

	Key Question
	Yes, if red, refer to SIRO

	See
	4.2-4.3

	Green
	Populations of individuals involved are clearly informed or robust attempts to inform have been made (eg clear patient information about and/or consent for purposes of the proposal). 

	Amber
	Limited evidence that individuals are aware that their data may be used in this way, limited attempts to inform, but with understandable practical difficulties to doing so. The purpose is in line with the original purpose of collection and is one they might reasonably expect

	Red
	No evidence that individuals are aware that their data may be used in this way and limited attempts to inform, where it is reasonably practical and possible do so. The purpose is not in line with the original purpose of collection and is not one they might reasonably expect.


In assessing awareness of data subjects and compatibility with the original purposes of data collection, colleagues may consider:

· The strength of evidence provided in respect of fair processing, patient or participant information, and/or consent

· Time elapsed

· The common law Duty of Confidentiality

· The first principle of the Data Protection Act 1998 (Personal data shall be processed fairly and lawfully)

· Any issues which might challenge the validity of consent or the capacity of individuals to provide consent

· Any issues which might challenge the practicality of obtaining consent or informing patients

· NHSScotland Your Health, Your Rights: Communication and Participation leaflet
· NHS Inform: Consent
· NHS Inform Consent – Your Rights leaflet (for young people)
· British Medical Association Consent guidance
· General Medical Council Consent guidance
· Medical Research Council Patient Consent guidance
	Safe Data

	Question 10

Is data highly sensitive or relating to vulnerable populations?
Example sensitive data and vulnerable populations are provided in Appendix A, Table 5  of the Application Form

	Roles
	Tier 0 panel to assess

	Key Question
	No

	See
	3.1.9 & 4.2

	Green
	No

	Amber
	Some sensitive data will be used but this is not the focus of the proposal. Some sensitive data will be used and/or vulnerable populations involved, but controls appear adequate and commensurate with sensitivity/vulnerability. Focus of research may be considered sensitive although not included in Table 5.

	Red
	Highly sensitive data or vulnerable populations are the focus of the proposal and/or there is insufficient evidence of adequate controls


In assessing sensitivity of data, and the controls in place in respect of this, colleagues may consider:

· Example of sensitive data and vulnerable populations are in Table 5 of Appendix A.

· The first principle of the General Data Protection Regulations  - personal data must be processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
· NHSScotland Code of Practice on Protecting Patient Confidentiality (2012)
	Question 11
Is risk of unintended disclosure minimised, with appropriate controls applied?

	Roles
	Tier 0 panel to consider the combination of variables, risk arising from access to individual identifiable data, and risk of re-identification or unintended disclosure – consider controls alongside data and variables
Where appropriate, Application coordinators can confirm that detail is essential to meet objectives

	Key Question
	Yes, if red, refer to SIRO

	See
	3.6 & 5

	Green
	Yes, no outstanding concerns regarding unintended disclosure

	Amber
	Some residual risk remains, giving concern. Residual risk difficult to assess or assessment based on highly unpredictable factors. Very low risk competing with very serious potential consequences. Appropriate controls either not in place or pending.

	Red
	Residual risk to individual identifiable data remains unacceptably high given likely benefit. Harm or potential harm to individuals is reasonably foreseeable. Residual risk has the potential to be reasonably reduced further.


In assessing risks of unintended disclosure, colleagues may consider:

· The common law Duty of Confidentiality

· The General Data Protection Act and its principles
· The Caldicott Principles, in particular principles 1 (Justify the Purpose), 2 (Don’t use patient identifiable information unless it is necessary), 3 (Use the minimum necessary patient identifiable information), and 4 (Access to patient identifiable information should be on a strict need-to-know basis)

· NHSScotland Code of Practice on Protecting Patient Confidentiality (2012)
· The Scottish Government’s Guiding Principles for Data linkage (2012)
· The Information Commissioner’s Office guidance and codes of practice on anonymisation and data sharing and privacy by design
	Safe Environment

	Question 12

Are information security controls adequate?  

To provide additional assurance where explicitly technical risk is evident

	Roles
	NHS Fife Security Manager to be consulted by Tier 0 panel where appropriate

	Key Question
	No

	See
	5

	Green
	Data will be accessed exclusively through an accredited safe haven, or there is no residual risk resulting from lack of technical controls, outstanding technical vulnerability, or reasonably foreseeable technical threat

	Amber
	Data will be processed using technology which might expose it to reasonably foreseeable technical threat or where there is outstanding technical vulnerability or lack of controls giving some concern

	Red
	Outstanding concerns regarding technical threat, vulnerability or control which cannot be satisfactorily addressed


In assessing information security controls in place, colleagues may consider:

· Current NHSScotland best practice in Information Security and Information Security management Systems, available through a series of good practice guides, here
	General

	Question 13
Does the application pose any privacy or ethical concerns not addressed above?

	Roles
	Tier 0 panel to assess

	Key Question
	Yes, if red, refer to SIRO

	See
	All sections and questions

	Green
	No

	Amber
	Yes, mild to moderately serious concern remains
Please describe the concern

	Red
	Yes, there is serious concern

Please describe the concern


Additional or remaining ethical, privacy or other concerns arising from the proposal should be captured for discussion at the Tier 0 panel meeting.
Appendix A – Reference lists

	1. Examples of Existing Datasets and Data Sources

	SMR 00 Outpatients
	SMR 04 Mental Health

	SMR 01 Inpatients and Day Cases
	SMR 06 Cancer Registration

	SMR 02 Maternity
	SMR 11/SBR Neonatal/Scottish Birth Records

	Scottish Drugs Misuse Database (SDMD)
	Birth Registrations

	A&E – Accident & Emergency
	Stillbirth Registrations

	PIS Prescribing Information
	Death Registrations

	CHSP-PS/CHSP-S/SIRS – Child Health Surveillance and Immunisation
	SCI-DC

	NHS National Service Scotland’s Information Services Division (ISD) maintains a National Dataset Catalogue (NDC) containing details of all health and health related datasets that are held by ISD. The Administrative Data Liaison Service (ADLS) publishes further information on key NHSScotland datasets


	2. Common Identifiable Variables

	Forename
	Middle Name
	Surname

	CHI Number
	Date of Birth
	UK NHS Birth Registration Number

	Gender
	Postcode
	


	3. Recognised Safe Havens 

	NHS NSSISD Electronic Data Research Innovation Service(@Farr Institute)

	NHS Research Scotland South East (ACCORD)

	NHS Research Scotland East (TASC)

	NHS Research Scotland North (DaSH)

	NHS Research Scotland West

	University of Dundee Health Informatics Centre (HIC)

	National Records Scotland Scottish Longitudinal Study (SLS)

	Robertson Centre @ Glasgow University


	4. Research and Information Governance Training

	Name of Course
	Organisation 

	ADLS Safe Researcher training
	ADLS

	Advanced Information Sharing Workshop
	Dilys Jones

	ADRC/ADRN Data Governance Training
	ADRC

	Introduction to Information Governance
	University College London

	NHS TSH Information Governance Series
	NHS : The State Hospital

	Information Governance Training
	Institute of Occupational Medicine

	Data Protection Training
	University of Manchester

	Consultant Statutory and Mandatory Training
	University hospitals of North Midlands NHS Trust

	Introduction to Information Governance Assessment
	NHS Embedding Informatics  in Clinical Education 

	Information Governance – Level 1
	Health Education England (HEE)

	Information Security Awareness
	London School of Hygiene and Tropical Medicine 

	Responsible for Information: General User
	Scottish Government

	Data Protection elearning
	Scottish Government

	Information Governance including Health Records
	NHS Salford Royal  

	MRC Research Data and Confidentiality
	Medical Research Council

	NHS Fife eLearnpro module: Fife: Information Governance
	NHS Fife

	NES: Information Handling in Practice
	NHS Education for Scotland

	NB: - You must provide a copy of your certificate for the courses when submitting your application form.


	5. Sensitive Data Categories 
	
	

	Abortion
	Mental health
	Contraception

	Pregnancy in age < 16 years
	Drugs and alcohol misuse
	Crime related statistics

	Sexually transmitted disease
	Suicide
	Ethnicity

	Assisted conception
	
	


	6. Vulnerable Populations

	Adults with Incapacity
	Drugs users

	Minority ethnic groups
	Specific religious affiliation


Appendix B –The Caldicott Principles & the Data Protection Principles (& Schedules)

	1. Caldicott Principles

	1. Justify the purpose(s)
Every single proposed use or transfer of patient identifiable information within or from an organization should be clearly defined and scrutinized, with continuing uses regularly reviewed, by an appropriate guardian.

	2. Don't use patient identifiable information unless it is necessary
Patient identifiable information items should not be included unless it is essential for the specified purpose(s) of that flow. The need for patients to be identified should be considered at each stage of satisfying the purpose(s).

	3. Use the minimum necessary patient-identifiable information
Where use of patient identifiable information is considered to be essential, the inclusion of each individual item of information should be considered and justified so that the minimum amount of identifiable information is transferred or accessible as is necessary for a given function to be carried out.

	4. Access to patient identifiable information should be on a strict need-to-know basis
Only those individuals who need access to patient identifiable information should have access to it, and they should only have access to the information items that they need to see. This may mean introducing access controls or splitting information flows where one information flow is used for several purposes.

	5. Everyone with access to patient identifiable information should be aware of their responsibilities
Action should be taken to ensure that those handling patient identifiable information - both clinical and non-clinical staff - are made fully aware of their responsibilities and obligations to respect patient confidentiality.

	6. Understand and comply with the law
Every use of patient identifiable information must be lawful. Someone in each organization handling patient information should be responsible for ensuring that the organization complies with legal requirements.

	7. The duty to share information can be as important as the duty to protect patient confidentiality
Health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional bodies.


	3. Data Protection – Conditions for Processing

	GDPR Article 6 – Conditions for Processing any Personal Data

	1. 1Processing shall be lawful only if and to the extent that at least one of the following applies: 

a. the data subject has given consent to the processing of his or her personal data for one or more specific purposes;

b. processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;

c. processing is necessary for compliance with a legal obligation to which the controller is subject;

d. processing is necessary in order to protect the vital interests of the data subject or of another natural person;

e. processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;

f. processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.

2Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the performance of their tasks.



	GDPR Article 9 – Conditions for Processing any Special Category Personal Data

	1. Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies: 

a. the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;

b. processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject;

c. processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;

d. processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;

e. processing relates to personal data which are manifestly made public by the data subject;

f. processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;

g. processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject;

h. processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3;

i. processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;

j. processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.

3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of paragraph 2 when those data are processed by or under the responsibility of a professional subject to the obligation of professional secrecy under Union or Member State law or rules established by national competent bodies or by another person also subject to an obligation of secrecy under Union or Member State law or rules established by national competent bodies.

4. Member States may maintain or introduce further conditions, including limitations, with regard to the processing of genetic data, biometric data or data concerning health.




Appendix C - Relevant Related Guidance and Information

	Anonymisation

	Information Commissioner’s Office Anonymisation Code of Practice (2012)

	Caldicott

	NHSScotland Caldicott Guardians Manual (2012)

	Information: To Share or Not to Share? The Information Governance Review (2013)

	Community Health Index (CHI)

	Scottish Government The Use of CHI to Support Integrated Care in NHSScotland (2013)

	Conduct

	Scottish Ministers Codes of Conduct for Ethical Standards in Public Life

	NHSScotland A Common Understanding 2012: Guidance on Joint Working Between NHS Scotland and the Pharmaceutical Industry (2012)

	NHS Scotland Standards of Conduct, Accountability and Openness

	Standards of Business Conduct for NHS Staff (1993)

	Confidentiality

	NHSScotland Code of Practice on Protecting Patient Confidentiality (2012)

	NHSScotland Your Health, Your Rights: Confidentiality leaflet

	NHS Inform: Confidentiality

	NHS Inform Confidentiality: It’s Your Rights leaflet (for young people)

	Information Commissioner’s Office Conducting Privacy Impact Assessments Code of Practice (2014)

	British Medical Association Confidentiality and Health Records guidance

	General Medical Council Confidentiality guidance

	Confidentiality and Security Advisory Group for Scotland, Protecting Patient Confidentiality: Final Report (2002) 

	Consent

	NHS Inform: Consent

	NHS Inform Consent – Your Rights leaflet (for young people)

	British Medical Association Consent guidance

	General Medical Council Consent guidance

	Medical Research Council Patient Consent guidance

	Data Linkage

	Scottish Government Joined Up Data For Better Decisions: Guiding Principles for Data Linkage (2012)

	Data Sharing

	Information Commissioner’s Office Data Sharing Code of Practice (2011)

	Patient’s Rights

	NHSScotland Charter of Patient’s Rights and Responsibilities (2012)

	Public Engagement

	NHSScotland Your Health, Your Rights: Communication and Participation leaflet

	Public Interest

	Information Commissioner’s Office The Public Interest Test guidance (2013)

	Research/Ethics

	General Medical Council Research guidance

	British Medical Association Requests for Disclosure of Data for Secondary Purposes (2014)

	Strategy

	Scottish Government Data Management Board: A Data Vision For Scotland (2014)

	Health and Social Care Information Sharing Strategic Framework 2014-2020 (2014)

	Sending Data Outwith the UK

	https://ico.org.uk/for-organisations/guide-to-data-protection/principle-8-international/ 


Relevant Legislation and Statute
Patient Rights (Scotland) Act 2011
Data Protection Act 1998
Common Law Duty of Confidentiality

Access to Health Records Act 1990
Human Rights Act 1998
Ethical Standards in Public Life (Scotland) Act 2000
Tier 0 NHS Fife Single Board Research / Academic studies Application Form                   

Page 14

[image: image1.jpg][image: image2.png]Operational Division Hayfield Road
. . . Kirkcaldy
Victoria Hospital

Fife KY2 5AH
Telephone 01592 643355 b\,d

www.show.scot.nhs.uk/faht o
Fife



