
FAIRWARNING CONFIDENTIALITY BREACH -MANAGERS GUIDANCE FLOWCHART 

 

 

HR contacts Manager regarding Fairwarning report from 

Information Governance (IG) detailing potential breach of 

Confidentiality by employee and to offer HR Support.  

HR sends guidance email to Manager with Fairwarning report, attaching FairWarning Confidentiality 
Breach - Guidance for Managers | NHS Fife link which contains the following documents; 

1. Link to NHS Workforce Policies Investigation Process      2. Template invite to initial meeting letter              
3. Template invite to Investigatory Hearing letter                 4. Template Management report of Investigation               
5. Reporting of Fair Warning incidents in Datix                      6. Template outcome letter of Investigation              
7. Fairwarning Flow Chart                                                           8. Link to NHS Fife Data Protection & Confidentiality Policy  

 

Manager informs employee informally of 

the details outlined in the report. 

Employee confirms they accessed the patients details 

on the date & time given. 
No Yes 

Patient was a relative and/or 

details were accessed for a non 

work related reason. 

No 

False Positive 

report to Info 

Governance 

Team 

No further action, 

end of process. 

Contact IG for 

further details. 

Confirmation it is 

the correct 

employee details. 
No. Apologise 

for error 

Yes Yes 

Check with Digital & 

Information re location of 

computer where patient 

details were accessed. 

Could employee have 

accessed from this location 
Yes 

No Contact HR 

INVESTIGATION UNDER THE NHS WORKFORCE 
POLICIES INVESTIGATION PROCESS will 
commence. Investigation Plan completed. Offer 
employee option to attend an initial Meeting by 
letter. Employee does not have to attend. 
Manager carries out investigations then invites 
employee to Investigatory hearing by letter 
giving 14 days notice and providing any 
statements/documents with invite (remove any 
patient names) Full Investigation process on 
attached link: Workforce Policies Investigation 
Process Overview | NHSScotland Careers 

INVESTIGATORY HEARING  

Let employee know they will be invited to 
an investigatory hearing. Manager 
completes template invite to investigation 
letter and give/post to employee giving at 
least 14 calendar days notice of hearing 
date. Letter details right to representation. 

INVESTIGATORY HEARING Held by Manager, 

HR support if required. Use template questions & 

follow investigation guidance provided. Take a 

note of the meeting. Confirm notes will be sent 

to employee to check, sign & return. Advise 

report will be written up & outcome given. 

 

 

PREPARE INVESTIGATION 

REPORT using template 

provided. Include any learning 

carried out by employee i.e. 

review of DP & Confidentiality 

Policy or reflective piece. Email HR 

Officer to review & talk through 

next steps. Consider findings and 

whether evidence suggests 

Allegation Not Upheld, Allegation 

warrants learning outcomes, or 

Evidence Justifies a referral to a 

conduct hearing. 

UNSURE WHETHER TO REFER TO CONDUCT 

HEARING? Discuss with HR if you have concerns or feel 

more information required & advise employee if further 

investigations required to complete investigation. 

ALLEGATION JUSTIFIES REFFERAL TO 

CONDUCT HEARING: Ensure DATIX of 

Confidentiality Breach is recorded by Manager. 

Send template outcome to Investigatory Hearing 

Letter confirming progression to conduct hearing.                                       

CONDUCT HEARING HR will 

arrange date for Conduct hearing 

(panel) (Professional advisor will be 

required). Chair of the Panel will 

send Conduct invite letter to 

employee. The investigation report 

will need to circulated 14 days 

prior to hearing date. Employee 

can submit case 7 days prior. Further Investigation 
Invite to reconvened 

Investigatory Hearing 

ALLEGATION 

NOT UPHELD 

Outcome 

letter sent 

confirming 

details. End of 

Process. 

Manager to present case to 

Panel at Conduct Hearing. 

Outcome of Conduct Hearing to be referred to 

Professional Body if appropriate. 

https://www.nhsfife.org/about-us/policies-and-procedures/hr-policies-and-procedures/hr-procedures/fairwarning-confidentiality-breach-guidance-for-managers/
https://www.nhsfife.org/about-us/policies-and-procedures/hr-policies-and-procedures/hr-procedures/fairwarning-confidentiality-breach-guidance-for-managers/
https://workforce.nhs.scot/policies/workforce-policies-investigation-process-overview/
https://workforce.nhs.scot/policies/workforce-policies-investigation-process-overview/

