Sharing Information from Adverse Events				Appendix 5

	Any requests for information in relation to Adverse Event Management should be directed to the relevant Service Area who can seek advice and guidance from the Adverse Events and Risk Management Team 

	Requesting persons/organisations
	Process
	Further information

	Individuals who are the subject of Adverse Event

	A learning summary should be offered as routine practice to patients/individuals and or families involved in a LAER/SAER review. 

Full reports should only be offered by exception. All reports must be written in a redacted format to safeguard patient, family and staff confidentiality.    
 
If the individual is deceased, applications are considered under the Access to Health Records Act (1990).  Although the LAER report is not part of the Health Record, it does contain information pertaining to their health, care and treatment.  Under the terms of the Act, individuals can apply to access the deceased’s health records if they are either:
· a personal representative (the executor or administrator of the deceased person's estate) 
· someone who has a claim resulting from the death (this could be a relative or another person) 
	HIS redaction guidance – click here


Redacted reports require approval by the Caldecott guardian prior to being released. 









	An individual’s legal representative

	Those holding, for example, Power of Attorney or Parental Responsibility* can apply on behalf of the individuals and may be provided with a copy of the local adverse event review report

* Even if a child is too young to understand the implications of subject access rights, data about them is still their personal data and does not belong to anyone else, such as a parent or guardian.  So it is the child who has a right of access to the information held about them, even though in the case of young children these rights are likely to be exercised by those with parental responsibility for them.  However, in Scotland, the law presumes that a child aged 12 years or more has the capacity to make a subject access request.  
	

	Solicitors and Other Third Parties 
	Can apply for access with express permission of the data subject; however requests will require a signed mandate.  If the individual is deceased the Access to Health Records Act (1990) should be applied to any request. 

- 
	Mandate Form – 
click here



	Police Scotland  

	 Requests requested by the police for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders will be honoured.  
The request must be in written form stating the requirement for the disclosure of such data and signed by a senior member of the police.  

Where the Police attend the premises, the Senior Manager must be notified and should be present to support staff. 


	
[bookmark: _MON_1739269172]NHS Fife Police Enquiries guidance notes 




Police Scotland request form 




	[bookmark: _Hlk130822848]External Partner Organisations

	Requests received from the external partners below will be honoured as we have a duty to provide them with the requested information.
· Health and Safety Executive
· Procurator Fiscal (any requests received must be processed through the office of the Medical Director)
· Scottish Public Services 
· Mental Welfare Commission
	Notifying the Commission guidance – 
click here

Reporting deaths to the Procurator Fiscal guidance – 
click here 

	Freedom of Information Requests

	FOISA provides a right of access to information but not a right of access to copies of specific documents.

Disclosure of information in response to a valid request made under FOISA is in effect a disclosure into the public domain.

NHS Fife has a duty under FOISA Section 15 to provide advice and assistance to applicants, so far as it is reasonable to expect it to do so.

However, as a significant amount of the information held in adverse event report forms and LAER/SAER Reports is of a sensitive and personal nature, exemptions may apply in relation to withholding information.  Advice and support should be sought from colleagues in the Information 
Governance Team.
	Freedom of Information – Getting it Right First Time guidance – 
click here

Further information on Briefings and Guidance – click here
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GUIDANCE NOTES ON THE RELEASE OF

MEDICAL RECORDS TO POLICE







· Members of staff may receive an approach from the Police seeking to obtain medical records of a patient. 



· Medical records casenotes should not routinely be handed over to the Police without appropriate paperwork.	



· The Police should provide either a signed consent form by the patient authorising release of records; 



Or



· A Schedule 2 Form which is used when patient consent cannot be obtained.   The schedule 2 form should detail what records are required, why they are required, and should be signed by an Officer then countersigned by a Chief Inspector.    The Schedule 2 form is commonly used when the Police are investigating crimes.  



· If the Police are requesting records on behalf of the Procurator Fiscal, then they should be asked to produce a letter from the Procurator Fiscal on PF headed paper confirming what records are required.



· Until any of the above paperwork is produced, medical records should not be handed over.    Please make sure that original records are not given out, and always provide  copy records.



· For records required for  Post Mortem examinations, a letter should be obtained from either the PF or the Pathologist on their headed paper stating what records are required.    Again, always produce copy records.     (Original records always used to be given for post mortems but the PF/Pathologist stopped paying to return our records and the onus was placed on the NHS to collect the records, therefore copies are now given).
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Request for Disclosure of Personal Data 

from External Organisations


(Data Protection Act 2018 – Schedule 2, Part 1(2))

This form is used to request personal data from another organisation or company.  Officers / staff requesting such data should familiarise themselves with the Data Protection Standard Operating Procedure (SOP) and Information Sharing SOP, prior to completion of this form.


		Organisation Holding the Data



		Organisation

		 



		Contact Name

		     



		Position

		     



		Address

		     



		Telephone

		     



		Email

		     





I am making enquiries on behalf of the Police Service of Scotland which are concerned with: (please tick all relevant boxes which apply)

		(a)    Prevention or detection of crime

		 FORMCHECKBOX 




		(b)    Apprehension or prosecution of offenders

		





In a case where:

· The personal data requested is needed for the purposes indicated above, and a failure to provide information will be likely to prejudice those matters.

or:

· The individual whose personal data is sought should not be informed of this request as to do so would prejudice the matters described above.

		I confirm all relevant Police Scotland systems have been checked prior 

to the submission of this request and details of those checks are recorded in a Police Scotland notebook / daybook or another auditable format.

		





		The Data Protection Act 2018, Schedule 2 Part 1 Paragraph 2 (Crime & taxation: general) applies where personal data is disclosed by an organisation subject to the GDPR, to the police, for the purposes of the prevention or detection of crime or the apprehension or prosecution of offenders.  It restricts the application of the GDPR data protection principles and subject rights (as listed in the Data Protection Act 2018 at Schedule 2 Part 1 Paragraph 1) to the extent that the application of those provisions would be likely to prejudice the prevention or detection of crime or the apprehension or prosecution of offenders.





		Data Requested – Data Subject



		Name

		     



		Date of Birth

		     



		Address

		     



		Nature of Enquiry

		     





		Data Requested and Reason for Request



		     





		I certify that the data is required for the reason(s) stated above.  I understand that if any information on this form is omitted or wrong I may be committing an offence under the Data Protection Act 2018, Part 6, Section 170.





		Requestor Details



		Name

		     



		Rank

		     



		Signature

		     



		Date

		     

		Telephone

		     





		Supervisor Countersignature (Inspector & above)



		Name

		     



		Rank

		     



		Signature

		     



		Date

		     

		Telephone

		     





		Completing / Sending / Giving the Form



		The completed form should be sent / given to the external organisation and a copy retained by the requestor.  Please note that, once completed, this form should be handled in accordance with the security classification appropriate to the contents.  Care should be taken when considering the use of email.  Guidance can be found in the Government Security Classification SOP and Information Security SOP
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GUIDANCE NOTES FOR THE HANDLING OF 

POLICE ENQUIRIES





		1.

		Enquiries should be made by a Police Officer attending the hospital in person, although telephone calls and emails have been used more during the pandemic.  In the circumstance that a telephone enquiry is received, caution should be used in determining the extent of information which can be given over the phone.  It would always be prudent to phone the caller back to verify the source of enquiry as being the Police.





		2.

		The Police Officer should be in a position to say who he wants information about, what information he is seeking and, most importantly why he is seeking this information.  In the case of a patient enquiry this should be where the Police are investigating a specific crime or accident/incident.







		3.

		Police enquiries may, on occasion, be made when investigating a specific crime or accident/incident, where no patient name is known to them, indeed the purpose of the enquiry, at least in part, is to identify the person involved.



These will include situations where there may be no legal compulsion to give information but there may well be a public or social duty to co-operate.  This is largely a matter of conscience for the individual member of staff, with regard to what one commentator quotes as “the balance of social advantage”, where considerations of public interest and safety are seen to outweigh any obligation of confidentiality towards the individual.



If a person attends hospital who, whether from the type/level of injuries or appearance, answers the description of a suspect in a murder, rape, robbery with violence or other serious crime, there is little doubt that there would be a public duty to co-operate in giving information to the Police.  The more serious the crime that is being investigated the more there may be deemed to be this public duty.





		4.

		Any authorised member of staff who does decide to disclose information to the Police in the public interest should have nothing to fear from the point of view of potential disciplinary action.





		5.

		The following scenarios may be of some assistance.







(contd)
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		5.

		(contd.)

		





		

		(i)

		Where a stolen car is involved in an accident but no persons are at the scene when the Police attend, they therefore approach the hospital to ascertain casualties.



Road traffic legislation indicates that where the driver of a car is alleged to be guilty of a road traffic offence, then the person keeping the vehicle is to give the  Police such information as to the identify of the driver as he may be required to give, and also “any other person” shall, if required, give any information which it is in his power to give and which may lead to the identification of the driver.  It could be, therefore, that hospital staff, including clinicians, could be required to give information in such circumstances.  (Hunter -v- Mann 1974 refers)





		

		(ii)

		A victim of serious knife assault is away from the scene before arrival of the Police, who follow this up at the hospital.



Disclosure in these circumstances of the details of a patient who has been treated for knife wound could be justified, although it will be a matter for the conscience of the individual staff concerned.





		

		(iii)

		Police find evidence of injury at the scene of a break-in and follow this up at hospital to confirm whether the injured party has had hospital treatment.



Information provided by the Police as to the apparent seriousness of the injury, e.g. evidence of massive haemorrhage, and timing, etc may be relevant to a decision to justify release of information.





		6.

		There are situations in the investigation of specific crimes where the Police may seek powers through the Procurator Fiscal and/or the court to compel the release of information but this would normally be done in an official manner with appropriate documentation and with the involvement of the Legal Services Manager.      Any request coming via the PF should be asked for on PF official headed paper.





		

		



		

		



		7.

		Medical staff are encouraged to assist Police timeously in providing basic clinical details of the extent of injuries and prognosis,  particularly where this may have a bearing on the scale of the investigation, eg, a situation of attempted murder or murder.





		8.

		Original Medical records casenotes should not be released to the Police.  Always provide copy records.   Formal arrangements exist through the Procurator Fiscal for casenotes to be sought in criminal investigations, Fatal Accident Inquiries and sudden death situations and this is handled by the Legal Services Manager.  





		9.

		Police requests for interviews with patients should be dealt with in the normal way.  The patient’s agreement should be sought and confirmation of his/her fitness to be interviewed obtained from the medical staff in charge of the patient’s care.
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