Appendix 4 - Communicating by Email with the NHS

Advisory Leaflet for Patients

1 The Risks

This leaflet is to provide you, as an NHS Fife Patient, with information about the
risks of receiving and sending emails from/to NHS Fife from/to your own email
address. These e-mails could possibly contain sensitive medical information
about you.

Once you have read and understood the risks described in this document, you
should be able to make an informed decision on whether or not to use email to
communicate with the NHS, especially if they contain personal information.

Emails from NHS Fife use Office 365 and while they are in transit within the
Scottish NHS network they are secure from interception and hacking.

If an email is sent from the NHS network to you and you have an email like
Gmail, Yahoo, Hotmail etc it will enter the internet (otherwise known as the world
wide web (www)) — emails are not that safe on the WWW.

The risks to your personal information could be that:

the information is intercepted and hacked;

it is not delivered,;

is not delivered promptly;

it is identified as spam and not put into your inbox;

the wrong email address is used and it is sent to another person in error

(this is the most frequent risk);

e the computer being used to access the email has a virus that allows
access to the information provided,;

e the internet email provider is hacked and the information is stolen;

e the information is transferred outwith the UK to a country which does not
have the same level of privacy laws;

e NHS Fife will only use your personal information for the purposes of

medical care, but if your information gets into the public domain there is a

risk that it may be used for other purposes, such as direct marketing or

identify theft.

If any of the above examples happen, it could have a serious impact on your
privacy and potentially your ongoing health and wellbeing (e.g. you don’t get a
treatment you need because the email went to your spam folder and you didn’t
notice). If medical information about you is released into the public domain, it
could cause embarrassment, invasion of your privacy and possible
consequences regarding, for example, health or life insurance.
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NHS Fife will try to take what steps it can to reduce these risks, however human
error and technical glitches may make them ineffective.

2 Written consent

If you wish to accept the risks stated above and decide to receive information
about you your health care provider will ask what types of information you wish to
have sent by e-mail and you must give written consent. The types of e-mails you
will be sent will fall into ‘green’ or ‘amber’ categories that are explained below.

You have the right to withdraw your consent at any time and no further e-mails
will then be sent to you. To withdraw consent you should speak to your health
care provider, or e-mail or write to them. Communications by email will continue
to happen until your health care provider replies, in writing, to your request to
withdraw.

You will be asked to renew your consent for e-mails at regular intervals so that
our records are kept up to date.

2.1 Categories of Information that may be sent to you by e-mails from
NHS Fife

GREEN: Unclassified Information

This is information which is unlikely to cause distress to individuals, breach
confidence, or cause any financial or other harm to the organisation. This can
include information which mentions only a person’s name (e.g. routine
appointment confirmation letter) as long as it does not contain anything that is
judged to describe a person’s physical or mental state.

Note: The sensitivity level and impact can also vary depending on the volumes
(e.g. a corporate document with just one name of an employee may be
unclassified whereas a document with hundreds of names may push it into the
amber category below).

Protected Information

In NHS Fife the largest proportion of patient information can be said to require
extra protection because it constitutes sensitive personal data as defined by the
Data Protection Act. In particular:

e Any information about an individual (i.e. anything clinical or non-clinical)
that would cause short-term distress, inconvenience or significant
embarrassment if lost.

e Any information which if lost would lead to a low risk to a person’s safety
(e.g. loss of an address but no evidence to suggest direct harm would
result)

e Any information if lost that would be likely to negatively affect the
efficiency of that service (e.g. cancellation of appointments).
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3 Procedure for e-mails

If you consent to receive e-mails, NHS will use a procedure for sending
encrypted e-mails to you and you will be given instructions on what to do when
you receive them, and how to reply securely.

Once you have received the e-mail and attachments you have been sent, it
becomes your own responsibility to safeguard the contents. If you save it to
your PC or other device, you will increase the chances of it being hacked,
particularly if your device is set to backup data to the internet (Cloud, Dropbox
etc). Itis also recommended that you delete the e-mail and attachment as soon
as you no longer need it, to reduce the risk of loss or hacking.

NHS Fife will keep the e-mails we have received from and sent to you according
to our policy for retention of e-mails.

4 Receiving secure email from the NHS

After you have given your written consent to receive e-mails:

e You will be asked to email your health care provider first — this should not
contain any personal information — it is only completed as a test to ensure
your health care provider gets your correct e-mail address.

e You will receive a return e-mail from your health care provider with
“[secure]’in the subject heading of the e-mail.

e To open the secure e-mail, follow the following instructions:
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User Guide for Opening E-mails sent by the Secure NHS E-mail process

Open the E-mail

Secure] FW: Pracedure - secure email %
H Teo: joe bloggs@intemetmail.com HCesy,
0 | 2 attachments ftotal 95.8 K8) Outlook.com Active View ~

Click the attachment called ‘Encrypted Message’ and select
‘Download’

-
+

1

| save 10 OneDrive

Dovmload

Dawrlaad A FrE—SXor NI T

You have received an email message secured by Private Post.

Please open the file called Encrypted_Message. htm to read the message

Copyright (£) 2003-2011 Trend Micro{Encryption) Ltd. &1l rights reserved,

—Forwarded Message Attachment—

NHS Fife is committed to the provision of a service that is fair, accessible and
meets the needs of all individuals



This message will appear.

(At ‘Open With', instead of ‘Firefox’, it may say ‘Internet Explorer’

[Secure] FW: Procedure - secure email or ‘Google Chrome’, depending on which internet browser your T
Hm: 102 Bagzsinterretmeilcam PC uses. Click OK.) Actions
I 2 attachments (total 95.8 KB) Dutlosk.com Active Vien ~
“ “ Opening Encrypted_Messags bt X
Vou have chosen to ghen:
& Encrypted it

Download all aszip  Ssve all to OneDiive -

Viuhar chgid Firefox do with this file?

@i Open with  Firefou (defautt]
) SaveFile

You have received an email message sed [ Do this gutomatically for files like thic from now on,

Please open the file called Encrypted

Copyright {¢] 2003-2011 Trend Micro{Encryption) Ltd. a1l rights reserved.

-Forwarded Message Attachment—
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Click Open Message.

P9, TREND | Encryption Portal ceare: by prate est @

Private and Confidential

Copyright © 20032011 Trend Miero (Eneryption) Ltd. Al rights reserved
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Next you will be asked to Register with Trend to create a secure password for use in the future. (This stage will only appear the first time you use this process.)

| —

@ Encryption for Email | Registration - Mozilla Firsfox - ju] ®
D @ | hitps{fwww.myprivatepost.com/Zero Download,RegisterlWelcome.aspe?l LMID=57 161 8398pid=0&Partmerl | [5] +
Registration
Ta read this message, pl r and validate your email address with Trend Micro first. This is to ensure the

mesEage £an be re racipients only

Fegistration is FREE.
Your email:
Joe bloggz@interm.etmail com [Not vour email?]

Click Register

Service provider:

f®) TREND

rend Micre will provide

Reqgister

francais  italiane Deutsch  espafol

Copyrighl £ 2003-2012 Trend Micro (Encryption) Lid. All rights resensed.
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Complete this form to Register.

@ Ercryption for Emal | Registiation - Mosib Firfis: —
@ | nttps myarvatapost.com e n

Register Encryption Account L

Please complete the following information to register yoar email address,

zogine
Joe Bloggs@intemetmEiLEom i ba yaur identity for ancryption.

Salect a Password
Your password must be at 163t 7 tharacters kng, &
Passward

Confirm passwond

Salect Security Question
Sedect the securky question to hel us canfrm your identity. The answer should be memarable, unique, and contsin st
Isast thram characters..

Quastian: - Select o securiy question -

Answar:

Set your [dentification Word
“four irenti word will appazr an sereans, such 2= the Account Verifcatian and Raset Paceward
aeraanz, ta canfirm tha vakdky af the soreans. Upon saing your ion ward, you can ba kis zafe
o ype your informatian.

toartificatian woed:

Halp us pravent spam and faka ragistration by typing th coda you ea in falawing image.

Trae the code: |
T3 #4) changa tha coda
iig
¥ () read the code to me
[ have read and agrea te tha Licenca and Ts
Contime

francaiz  ikelione Dok
gt £ 2603-3012 Trend M

o (Encryption] Lid. All rights ¢
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When you have Registered successfully you will see this page.

@ Enceyptin for | Regitstion - Mok Pt

B | it v myprivatepost.com

%, TREND,
wicmao

Please Check Your Email to Activate Your Account

Check your ibox for 3 registration confirmation emall message amd follow instructions in the email message to
confirm your encryption account.

Fram: seccunts-nerech Strendmicre.com
1c:0 Blngzz@internetmail.com

Pote: [f you da ok see a registration confrmation email in your Inbox, cheds your spam folder.

Cloze Page
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Go to your mail inbox and open the registration confirmation e-mail.

K hotmai.com - vehoe Sear.. % Sa Qutcel Ll - =] x
€ RN 125 il lve.com 7 = ¢ = e as TR @ 4+ e =[F-
£ | Registration Confirmation - Trend Micro Email Encryption + x
Folders timeg_speratiar@trendmicro.cam (g cperatica@irandmicra.com)  Add do Actions «
Inbox 2304 Joe bloggs@internetmaitcam
Jumk 35 =
ont ¥, TREND
MICRO
Sent =
Deleted
Welcome ta Trand Micra Emsil Eneryption
Calisge
f il In order to complet your registration, dick the fallowing link to verify your emal address,
DEED: www. =0 Ol dagare Comdg =M G CoCaxar B
Ressarch Sites. OEF 0L ICZE SAEQL Fis) ZOceh orRABE 1B ATt X da Sa a0 + + DRk SiL 4 eR XU GmOE) b Q==
New fokder
¥ yeu nead mors formation, pliass visk:
Ditp.BuppoR.orivatenes oy
Sircersly,
Trend Moo

Click on this link
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[l Fotmaicoen - Yahoe Saie.. % | 5 Oulloak M Encryplion for Ermal x — ] x
B | hittpst v priatepastaet/v2d ecryptan kG o 5y 1PAIFACE A2 vz 3 : @ e e @ F a0 =[F-
%, TREND.

.....

Authentication Successful

You have successfully autheaticated and your message is being decrypted.

ou may now clese this page.

Click here to close this page
and then return te your first
e-mail with the attachments.
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[l hotnailcom - vahco Sear.. < a0 x

€ Dawm ttpsisch sillivacom Zid=crity

- o X

%o O34 he =@

o [Secure] rocedure - secure ema

Folders Addto cortacts @ 1615
Inbox 2304

Jumk 33
2 attachmanis [totsl 95.8 KE)

Phetrs

Drafis 1
Sant
Dsiated

College

This time click to open the
second attachment

keegles 1
Research Sites

Encrypted_Mess Procedure - secure .|

Hew falder

Yeu have recsived an email message se
Flease open the file called Encrypted

CogyriEht {c) 2003-2011 Trend MicrofEncryprion} Lid. Al

~Foewsetled Message Attachment

7%, TREND. Encryption Portal s fv rer
L

| rights reserved,

4 x

Actions v

Outieakconn Actios Uiew
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[l notmailcom - wehooSear. Gz ®

& | 0 B Microsoft Comoration (U5) | Frttpss/id sillive.com, 7t

e O 3

PR

Phetos

Click to download

4//

You have received an email message secured by Private Post.

Please open the file called Encrypted Message htm to read the message

Cogyright {c} 2003-2011 Trend MicrofEncryption} Ltd. All rights reserved,

o [Secure] FW: Procedure - secure emai
Folders
Inbox 2304
Junk 33
2 attachmants [1otal 95.5 KE)
Draftz 1
Sent
Dwloted
College
keeples 1
Research Sites
New falder
~Forwarded Message Attachment-—
%, TREnD | Encryption Portal seosi o i s
L
[V S —— - £ 2076 Microsoft Tenns  Privacy & cookies  Dewelooers

Erclish Unitect Kinadom
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Kl voraicom - viheo Saar. X Ga Bl

| (0B Micronch

il v coemy P id = o YViHHZS G 1 Lawrhi TG A2 Bficd =Rinbex [

2 [Secure] FW: Procedure - secure emai T ¥ x
Folders Addte contact [l 1545 [ Photes lick Betins
—— Click OK
Junk 35
[ Z attachenents (total 35.6 K3| Outlook.com Sctive Yiew &
Drafis 1
Sent
Daluted
Openig Pracedure - secure enghil_decuhibn B
Callaga el '
“ou hars hemn b op
leepios 1
) # Procedure - secphe email_docx hm
Ressarch Sites wbich Is: Finefgle HTML Docurnent (500 EB)
Mew fa ldar From: betpsfldub125 abums

Wit shoudd Bifer o do with this Tik?

& Opfhuitn | Firefox (defauk)

T v im

meeived an emal MEsSage e [ Do thia sutcmaticaly for filas liks thia fram now on.

i the file called Encrypted

Copyright (c] 2005-2011 Trard MicrofEncrypmion) Lid. ANl righs reservad.

—Farwarted Message Attachmant—

%, TREND | Encryption Portal seosd o s st
w
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Kd petmaicom - Vehoo Sewr.. X Q% Outlock,

% Privats Poat Encrypled Attach.
filefjC:ise JAppDatafLocsTemp/Procsdurs - socure email dacc-1htm

A

wae 9+ @
7, TREND. Encryption Portal ey it el

Private and Confidential

This &
Toaps

Click here
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Kol hotwat.com Voo Saar.. % | G5 Cxisaks x TSR — A - 8 x

@ it prvatepostnet3decryptaps T =MKGHECEBRHIT THHboHMAEbike SRSV 25GaUSPLS 212G TF LG YBEEIEDIarA5 219 Gk OCF VKU g @ Q sears T8 9+ h e =H-

Andther

From:
i 3o Dloggs@internetmail com
Sant: 05 Saptembar 2016 15:14:16 (@MT)

Subjeck: [Securs] FW: Procedirs - scure email

Click here 10 epen/save yoor anackmen: Procedure - secore emil docx

Click here
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K retmal.com - Vaboo Sewr-. % 08 ® A X Encrypl

& privatepost.not/videcryt sy

From:  AnOtner
To: Joe dloggz@internetmail.com
Sent: 05 September 2016 15:14:16 (GMT)

Subject: [Secure] FWi Procedure - secure emal

wav+ae

Click here to opensave your attachment: Proce

VMat should Firsfax da with this fie?

®/Qpen mith | Wiciosoft Woed (defautt)

) Seve hie

Click OK
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The document you were sent should now open, as shown in the Example below.

Home  Insert [ngumn[am«uu Malings  Review  View  Add-ns |

ncmn

|2 &0 a8 80

!un: Oem & s::':w-ppa = Fi L—'.’J j_;l L’ﬂ E__) E%l Q

momm Size Columns Watermark P ——— [ Portion Bingtu Sendto  Tet  Ahgn Group Rofate
" Hyphenaticn = :u-': Border: !‘"’9'1' 0cm After opt <) Front~ Back- Wroppng~ - = -
Page Setun 1l pageBackgroond o) Arange

| @ Security Waming  Mscros have been disabled. | Ogtions.

Internet Email — The Risks

Sept. 2016

This leafletis to provide you, as an NHS Fife Patient with information about the risks of
receiving and sending emails fromto NHS Fife, possibly containing sensitive medical
information about you, to/from your own email address.

Once you have read and the risks ibed in this o you shouldbe
able to make an informed decision an whether or notto use email to communicate with the
NHS, speaally if contain personal information.

Emails from NHS Fife use NHSMail and while they are in transit within the Scottish NHS
network they are secure from interception and hacking

Ifan email is sent from the NHS network to you and you have and email like Gmail, Yahoo,
Hotmail etc it will enter the intemet (otherwise known as the world wide web (www))
emails are not that safe on the WWW world

The nisks to your personal information could be that

« theinformation is intercepted and hacked,

* itis not delivered;

e isnot delivered promptly;

« itis identified as spam and not putinto yourinbox,

« thewrong email address is used and it is sentto another person in error (this is the
most frequest nsk),

* the computer being usedto access the email has a virus that allows access to the
information provided:

» theintemet email nrowirder is hacked and the infarmatinn is stalen
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