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Appendix 4 - Communicating by Email with the NHS 
 

Advisory Leaflet for Patients 
 

1 The Risks 

 

This leaflet is to provide you, as an NHS Fife Patient, with information about the 
risks of receiving and sending emails from/to NHS Fife from/to your own email 
address.  These e-mails could possibly contain sensitive medical information 
about you. 
 
Once you have read and understood the risks described in this document, you 
should be able to make an informed decision on whether or not to use email to 
communicate with the NHS, especially if they contain personal information. 
 
Emails from NHS Fife use Office 365 and while they are in transit within the 
Scottish NHS network they are secure from interception and hacking. 
 
If an email is sent from the NHS network to you and you have an email like 
Gmail, Yahoo, Hotmail etc it will enter the internet (otherwise known as the world 
wide web (www)) – emails are not that safe on the WWW. 
 
The risks to your personal information could be that: 
 

• the information is intercepted and hacked; 

• it is not delivered; 

• is not delivered promptly; 

• it is identified as spam and not put into your inbox; 

• the wrong email address is used and it is sent to another person in error 
(this is the most frequent risk); 

• the computer being used to access the email has a virus that allows 
access to the information provided; 

• the internet email provider is hacked and the information is stolen; 

• the information is transferred outwith the UK to a country which does not 
have the same level of privacy laws; 

• NHS Fife will only use your personal information for the purposes of 
medical care, but if your information gets into the public domain there is a 
risk that it may be used for other purposes, such as direct marketing or 
identify theft. 

 
If any of the above examples happen, it could have a serious impact on your 
privacy and potentially your ongoing health and wellbeing (e.g. you don’t get a 
treatment you need because the email went to your spam folder and you didn’t 
notice).  If medical information about you is released into the public domain, it 
could cause embarrassment, invasion of your privacy and possible 
consequences regarding, for example, health or life insurance. 
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NHS Fife will try to take what steps it can to reduce these risks, however human 
error and technical glitches may make them ineffective. 
 

 

2 Written consent 
 
If you wish to accept the risks stated above and decide to receive information 
about you your health care provider will ask what types of information you wish to 
have sent by e-mail and you must give written consent. The types of e-mails you 
will be sent will fall into ‘green’ or ‘amber’ categories that are explained below.  
 
You have the right to withdraw your consent at any time and no further e-mails 
will then be sent to you.  To withdraw consent you should speak to your health 
care provider, or e-mail or write to them.  Communications by email will continue 
to happen until your health care provider replies, in writing, to your request to 
withdraw.  
 
You will be asked to renew your consent for e-mails at regular intervals so that 
our records are kept up to date. 
 

2.1 Categories of Information that may be sent to you by e-mails from 
NHS Fife 

GREEN: Unclassified Information 

This is information which is unlikely to cause distress to individuals, breach 
confidence, or cause any financial or other harm to the organisation. This can 
include information which mentions only a person’s name (e.g. routine 
appointment confirmation letter) as long as it does not contain anything that is 
judged to describe a person’s physical or mental state.   
Note: The sensitivity level and impact can also vary depending on the volumes 
(e.g. a corporate document with just one name of an employee may be 
unclassified whereas a document with hundreds of names may push it into the 
amber category below). 

AMBER: Protected Information 

 

In NHS Fife the largest proportion of patient information can be said to require 
extra protection because it constitutes sensitive personal data as defined by the 
Data Protection Act. In particular: 

• Any information about an individual (i.e. anything clinical or non-clinical) 
that would cause short-term distress, inconvenience or significant 
embarrassment if lost. 

• Any information which if lost would lead to a low risk to a person’s safety 
(e.g. loss of an address but no evidence to suggest direct harm would 
result) 

• Any information if lost that would be likely to negatively affect the 
efficiency of that service (e.g. cancellation of appointments). 
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3 Procedure for e-mails 
 
If you consent to receive e-mails, NHS will use a procedure for sending 
encrypted e-mails to you and you will be given instructions on what to do when 
you receive them, and how to reply securely. 
 
Once you have received the e-mail and attachments you have been sent, it 
becomes your own responsibility to safeguard the contents.  If you save it to 
your PC or other device, you will increase the chances of it being hacked, 
particularly if your device is set to backup data to the internet (Cloud, Dropbox 
etc).  It is also recommended that you delete the e-mail and attachment as soon 
as you no longer need it, to reduce the risk of loss or hacking. 
 
NHS Fife will keep the e-mails we have received from and sent to you according 
to our policy for retention of e-mails. 
 

4 Receiving secure email from the NHS 

 
After you have given your written consent to receive e-mails:   
 
 

• You will be asked to email your health care provider first – this should not 

contain any personal information – it is only completed as a test to ensure 

your health care provider gets your correct e-mail address. 

 

• You will receive a return e-mail from your health care provider with 
“[secure]”in the subject heading of the e-mail. 

 

• To open the secure e-mail, follow the following instructions: 
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